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[There are no amendments to this patent.] 

Abstract 
Problem 

With respect to a connection control method for a management terminal for a 
communication device connected to a network, the objective is to improve the security oflogin 
toAogout from the communication device. 



Means to solve 

For a connection control method for a communication device connected to a network and 
a management terminal that performs maintenance for the communication device, a method 
comprised of a process wherein an initial screen is displayed on the screen of the management 
terminal; a process wherein a password is input from the management terminal according to the 
initial screen; a process wherein, when the login password is correct and another management 
terminal is not logged in, the management terminal is logged in to the communication device and 
the maintenance work ensues; and a process wherein, when the login password is correct and 
another management terminal is logged in, information indicating that login is not possible is 
displayed at the management terminal and the connection is released. 
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Key: S 1 Connect according to respective protocols 

52 Display initial screen 

53 Input password 

54 Password 

55 Check login 

56 Display menu screen 

57 Display indicating login not possible 

58 Release connection (disconnect communication line) 

59 Display indicating password is NG 



Claims 

L For a connection control method for a communication device connected to a network 
and a management terminal that performs maintenance for the aforementioned communication 
device, 

a connection control method for a management terminal for a communication device 
characterized in that it is comprised of a process wherein an initial screen is displayed on the 
screen of the aforementioned management terminal; 

a process wherein a password is input from the aforementioned management terminal 
according to the aforementioned initial screen; 
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a process wherein, when the aforementioned login password is correct and another 
management terminal is not logged in, the aforementioned management terminal is logged in to 
the aforementioned communication device and the maintenance work ensues; 

and a process wherein, when the aforementioned login password is correct and another 
management terminal is logged in, information indicating that login is not possible is displayed 
at the aforementioned management terminal and the connection is released. 

2. The connection control method for a management terminal for a communication 
device recorded in Claim 1 , characterized in that when it is detected that the communication line 
is disconnected due to a network disturbance during the aforementioned maintenance work after 
the login, the aforementioned login state is automatically prohibited and the connection is 
released. 

3. The connection control method for a management terminal for a communication 
device recorded in Claim 1, characterized in that during the aforementioned maintenance work 
after the login, when it is detected that no keys have been operated from the aforementioned 
management terminal for a fixed period of time, the aforementioned login state is automatically 
prohibited and the connection is released. 

Detailed explanation of the invention 
[0001] 

Industrial application field 

The present invention pertains to a connection control method for a management terminal 
for a communication device connected to a network. 

[0002] 
Prior art 

Conventionally when maintenance work for a communication device has been performed 
from a management terminal, it has been possible to perform the maintenance work only from a 
specific maintenance terminal; therefore, a function to control simultaneous login from multiple 
management terminals has not been required. Moreover, there has not been a means of 
preventing a situation wherein an operator forgets to log out due to operational error or a 
disturbance in the communication lines, thus preserving the logged in status. 

[0003] 

Problems to be solved by the invention 

Currently, due to the proliferation in the forms of maintenance for a communication 
device, it has become necessary to perform maintenance for a communication device from 
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multiple management terminals through multiple routes; therefore, it is necessary to prevent 
redundant maintenance work when logins from multiple maintenance terminals occur 
simultaneously. 

[0004] 

Moreover, there is a problem in that during maintenance work if an operator forgets to 
log out due to operational error or interrupted communication resulting from a disturbance in a 
communication line, the logged in status is preserved, making it impossible to log in from any 
management terminal and making it impossible to perform maintenance work. 

[0005] ' „ 

The present invention was devised to solve such problems, and its objective xs to offer a 
connection control method for a management terminal for a communication device wherein the 
security with respect to login to/logout from the communication device is improved. 

[0006] 

Means to solve the problems 

For a connection control method for a communication device connected to a network and 
a management terminal that performs maintenance for the communication device, the invention 
recorded in Claim 1 of the present invention is comprised of a process wherein an initial screen 
is displayed on the screen of the management terminal; a process wherein a password is input 
from the management terminal according to the initial screen; a process wherein, when the login 
password is correct and another management terminal is not logged in, the management terminal 
is logged in to the communication device and the maintenance work ensues; and a process 
wherein, when the login password is correct and another management terminal is logged in, 
information indicating that login is not possible is displayed at the management terminal and the 
connection is released. 

[0007] 

By means of the present invention, when a login from a management terminal to a 
communication device connected to a network occurs, an initial screen for the purpose of 
logging into the communication device is displayed on the screen of the aforementioned 
management terminal, and the login is enabled by input of the correct password to the 
management terminal. When login is achieved, a menu screen, with which maintenance work for 
the communication device is performed, is displayed and maintenance work ensues; when login 
is not possible, after the password is input, a message is displayed on the management terminal 
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indicating that another management terminal is logged in, and the communication line is 
automatically disconnected. 

[0008] 

For the invention recorded in Claim 1, the invention recorded in Claim 2 of the present 
invention is one wherein, when it is detected that the communication line is disconnected due to 
a network disturbance during the maintenance work after the login, the login state is 
automatically prohibited and the connection is released. 



[0009] 

By means of the present invention, the control is such that subsequent to the login, 
monitoring of the communication line for disturbances is performed periodically, and if the 
communication line is disconnected due to a network disturbance, the login state is automatically 
prohibited (log out is implemented). 

[0010] 

For the invention recorded in Claim 1, the invention recorded in Claim 3 of the present 
invention is one wherein, during the maintenance work after the login, when it is detected that no 
keys have been operated from the management terminal for a fixed period of time, the login state 
is automatically prohibited and the connection is released. 



[0011] 

By means of the present invention, the control is such that subsequent to login, 
monitoring of the operation of the keys at the management terminal is performed, and if they 
not operated for a fixed period of time, it is assumed that the operator has forgotten to log out 
and the login state is automatically prohibited (log out is implemented). 



[0012] 

Embodiment of the invention 

Figure 1 illustrates the structure of one example of a network to which the present 
invention applies. In the figure, communication device 1 is a device for communicating data 
audio, and it is connected to a management terminal 3 through an interface 2 (ethemet). 
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[0013] ^ 

Moreover, communication device 1 is connected to a network 5 through an interface 4. 
Network 5 can be ATM (asynchronous transmission mode), an ISDN (integrated service digital 
communication network), a dedicated line network, or the like. 

Management terminals 10, 1 1 are connected to network 5 through remote routers 6, 7 and 
interfaces 8, 9 (ethemet). Remote muters 6, 7 enable IP routing of communication device 1 and 
management terminals 10, 11. 

[0015] 

Moreover, communication device 1 is connected to a telephone network 14 through an 
interface 12 (RS-232C) and a modem 13. A management terminal 17 is connected to this 
telephone network 14 through a modem 15 and an interface 16 (RS-232C). 

[0016] 

Management terminal 17 is a management terminal for the purpose of managing 
communication device 1; generally a personal computer (PC) is placed in dumb terminal mode 
and used for this purpose. On the other hand, UNIX work stations are generally used for 
management terminals 3, 10, 11. 

[0017] 

Next, the login control operation will be explained with reference to the flow chart shown 
in Figure 2. First, one of various management terminals 3, 10, 1 1, 17 is connected to 
communication device 1 by means of the respective protocol (Step SI). 

[0018] 

As shown in Figure 3, because the connection protocol differs according to the physical 
interface, management terminals 3, 10, 1 1 connect using a TCP/IP application "riogm, telnet," 
and management terminal 17 connects with a "unique procedure." 

[0019] 

When a communication line or a TCP/IP session is connected at Step S 1 , the initial 
screen for the purpose of performing maintenance work for the communication device is 
displayed (Step S2). The maintenance worker follows the procedure displayed on the screen and 
operates the keys to input a password (Step S3). 
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[0020] 

Next, the password is checked (Step S4), and if it is correct (OK), a check is made as to 
whether another management terminal is logged in (Step S5). If another management terminal is 
not logged in, a menu screen for the purpose of performing maintenance work is displayed on the 
management terminal (Step S6), and the process ends with maintenance work capable of being 
performed. 



[0021] 

If another management terminal is already logged in (Step S5), a message indicating 
login is not possible is displayed on the management terminal (Step S7), the communication 
or session is disconnected, and communication ends (Step S8). 



[0022] 

Based on the password check, if the password is incorrect (NG), a message indicating 
password error U displayed on that management teraiinal (Step S9), and the communication 1: 
or session is disconnected, and communication ends (Step S8). 



[0023] 

Next, the operation to monitor for disturbances during maintenance work will be 
explained with reference to the flow chart in Figure 4. The monitoring interval is 5 seconds. 

[0024] 

First, signal information for the communication line is read (Step S 1 1 ). As shown in 
Figure 3, this process occurs only when the physical interface is an RS-232C. 

[0025] 

Next it is determined whether there is a disturbance with respect to the signal line mat 
was read (Step SI 2), If the signal line is normal, it is determined whether a key input operation 
has occurred (Step SI 3). If there is no key input, it is detennined whether the timeout time has 
arrived (Step S14). If the timeout time has not arrived, the time counter is updated and the 
process ends (Step SI 5). As shown in Figure 3, the timeout time differs according to the 
connection protocol; for the unique procedure it is 30 minutes, and for TCP/IP it is 5 minutes. 
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[0026] 

When there is a disturbance in the signal line (Step S12), communication is disconnected 
(DR = OFF), so the logout process is executed (Step S16), the communication line is 
disconnected, the login state of communication device 1 is released (Step Sl7), and the process 
ends. When the timeout time arrives (Step SI 4), the same logout process is executed (Step S16, 
S17). 

[0027] 

When a key input has occurred (Step S13) 3 the current count on the time counter is 
cleared (Steps S18), the timeout time is returned to its default value, and the process ends, 

[0028] 

Effect of the invention 

By means of the present invention, an advantageous result is obtained in that 
simultaneous login from multiple management terminals is prevented; thus even if simultaneous 
login from multiple management terminals occurs [sic] with the maintenance work, it is possible 
to prevent duplication of communication device maintenance work, 

[0029] 

Moreover, an advantageous result is obtained in that if communication is interrupted due 
to a network disturbance during login or if an operator mistakenly forgets to log out, this is 
automatically detected, and by prohibiting the login state Cogging out) it is possible to improve 
security with respect to such disturbances. 

Brief description of the figures 

Figure 1 illustrates the structure of one example of a network to which the present 

invention applies . 

Figure 2 is a flow chart for the purpose of explaining the login control operation. 
Figure 3 is a table of the logout time according to each protocol. 

Figure 4 is a flow chart for the purpose of explaining the obstruction monitoring method. 

Explanation of symbols 

1 Communication device 

2, 8, 9 Interface (ethemet) 

3, 10, 11 Management terminal 
4 Interface 
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Figure 2 



Key: S 1 Connect according to respective protocols 

52 Display initial screen 

53 Input password 

54 Password 

55 Check login 

56 Display xnenu screen 

57 Display indicating login not possible 

58 Release connection (disconnect communication line) 

59 Display indicating password is NG 
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